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Two Generals Problem ‘
®

http://en.wikipedia.org/wiki/Two_Generals%27_Problem



Cryptographic Hash Functions

. easy to compute the hash
value for any given message

: ® infeasible to generate a
_— message from its hash

infeasible to modify a message =2 B
without changing the hash

infeasible to find two different
messages with the same hash

L
.
L




SHA-1 at Work

Input Digest

. Cryptﬁgr:ph'c DFCD 3454 BBEA 788A 751A

oX as/ 696C 24D9 7009 CA99 2D17
function

The red fox cryptographic 0086 46BB FB7D CBE2 823C

Jumps over hash ACC7 6CD1 90B1 EE6E 3ABC

the blue dog function

The red fox cryptographic 8FD8 7558 7851 4F32 D1C6

I hash 76B1 79A9 ODA4 AEFE 4819

the blue dog function

The red fox crypt:gr:ph'c FCD3 7EDB 5AF2 C6FF 915F

VT L D401 COA9 7D9A 46AF FBAS

the blue dog function

The red fox cryptographic SACA D682 D588 4C75 4BF4

jumps oer hash 1799 7D88 BCF8 92B9 6A6C

the blue dog function




Proof-of-we:’




Proof of work

Digest: :SH
S << "'Satosht
puts s.hexdige
nonce = 0
Loop do

S << nonce.

nuts s.hexd
break 1f s.}t
nonce = Nnonc

end

a0dc65ffca799873cbealac274015b9526505daaaed385155425f7337704883¢e
a8e6cfb0adddcad931ed69ebadb22c161765bfe557b77e0c28cab97dac2bcof25
7a61d466a1b78536610ebd946d4ad2661256e860ac530197d7ce239d0020225c¢
d1e8686864db9931ccd9c3e6f15326c25000fa0b8c902a383baalec6b4848d36
4b1508aabbfa2f045cdf4eeca864b875639fb94ec04a6d139309729ae315190d
94a872ccbc276a9be9a8d836929e3f40a49¢c66352d1eadd10balf753f6b641b1
f6ea160208ad0c738e252092448b4d625b2591d960b2b9c32aa4d59bf44716ec
44ea80ff3cbe229c436b2474ceac312af3af080cc588a2ed1fc04eccdbed4274
fabe151c69032b0f7b7d4bd6de1f36452d2bbc566703be4c48472d986205418d
563cc13aa52beba8bba3eeealfc780e4164578fabc3cb9be76f4fd1929e6449b
9e36fd9fb39392fd38f5fbabba822699a872e76ea77834f9ee50410f1f7a7f22
9102b0eaf4a7cd3672d81c62f1b0d6756d05ca53eb42aa07514ded6175¢3f532
8cf8a465e0ba7d9672a190297edcfdb83df9d440e0bc3c4653556218d7a971¢c2
7a75a48c1511f32eb3bbc7313cc8ac62c11542e381785803be40aac0288d03af
fe595e3267deab62aeaa51522d61a266b000f29c4e235c009d5e8073b27d8d5e
50372ab66581561b38c213b318ddb9a8c83945e0fa269a6e81d37c6b0fb6615b
f0a73c72883744e1c41913af1f7cf064e14ed8e01e61519b8716d7492f8c77fa
8552c4d79b8dabaf41c5f1e089eb353885788caabalc33fe5141891c56992cab
€92e3f7f85187006dc9dab408cc667359bcff82b588d1fc22948f0b7407c8892
7241e8deb28ef142df42e048ab482dbb1a91a80658da8fe6c1e346dd900dafeb
7dc3ad5a16632e669d0e0bc882d139efa9f86e053f7a685d1dc0581d4583b9f0
77b54e3a280d4ba07c522ee3096a604840f13250e2afae48624c023d95eaeaaf
1749b3fc76a0e32e881075db1d771d0df0dead66c127fd69e26f122ad7589a37
0406b42df850c37fdb251b682a4536110b701843b47db045880f530f4132dc958
22

puts nonce




Adding Wor

require 'digest'’

s = Digest::SHAZ256.new
s << "Satoshi Nakamoto™
puts s.hexdigest
nonce =
lLloop do
S << honce.to_s
puts s.hexdigest
break 1f s.hexdigest =~
nonce = nonce + 1
end

caa41c231c6b684eadb4664ee0896038a46313ef47234afa3bd97128c7786711
5100d734486fa5626af428d138c8429b63151eacb9780a6f2800f3352d155b34
38e530c02c37594e474bd3b01d3915a07160fd0fc6c40f1ba71101f0e2ddf426
deb0669954407f94f6bd879002dc54433e99f9d0b2611c0a3beab16c8c9b03cd
€795ac9f8892a6462df310d67fb1ab47f06f536dd1a2e780733d9c44b6b39d74¢c025ccc0f43b00dbc63ch2bb6edd0bb3bd4230192374608194405dfa0fe62
58e327b8b72a2bee252209534a3eaf73648c9374732ce4140d561193a8e3c633
a6c9e519b7a35bdb8e963a1f0af9f1a62fac682c2ce129365b52e34c4acc9140
bd67b63710388898d4ad3140fbf7b7d06777700a1aad5fdbe425c9e8a07cf448
89ad516e8299467b7fd2fffc9362b4457182fc675b5f40cf27a65€372216c3d6
6a80f6409dc7ed1c60a66d548bdee6edf69d97b62ef001f999b7ffc60606b591
d0571bec1caff94fec76c6a2b01e459ed225ac910b85d4693022a77235c3003¢
4771889850e923bc6e409018f59d1a2de308ff2327b4b872d95084bd0f6f0b6c
1c07509c2842ad852f1f48542782c6f35ffb8484deSbcfbadad26178c8f7fab6
73be28da1f95c92b2cc6e0b022b01300d8f1892c4d243ff6744cdbOdbebeb21a
9a39cee0f2ce9fce3a35d0a254a07c9b056e7f1c8ed545618a7ac00c57c42cc2
950c7945c82a2a01c0c89c29¢1cb5441a2c31fa48674fbd6789d638d6c88cab
fa123e934e1e4a893115be702c30436f328b74eadd2cbf4d867f093a63c29ade
59fb9792b422be43f13ee3adc83996ede45098ad279e2fc8183f075050ca0bf4
012d70553cf397c9be4b2ba5649ce31b609e2a716c82ca9087e7f1415c5ad55f
07e88489e0b5ce4d0b015587f7bde911034befd389728fc77a63e68e41f10ad3
5685cd74d74340c916930c53f4d89141d4e0e08f5e165d9a5c2ff70b51280c5f
293c562b134c290a823ea1af27a78d7a2143eda27c09c770f52545021578e494
31d318a5a35d5a053ab797dc687f84e246aa1c6485ccf45e2db39a5e8e47270
126f1d683af99e41500e5d3ea6303913649575c432f8fd2a289aae87ee8d488d
a7c95f200cd0e58699d52c7b5e593020e5ef610f44859c28a69e0c0fd1ac33b8
ee92bdfa77f3e7cf2d8301ef35a9b9649882a9500c4900f50e871b717f4546¢f
04915fccof4464a9b2bd4bf4675c1 4feadf951f8ce28732f0346651517237969€999c43c514bc81739d70a202d594aeebde92¢1245e6822ffb49822809650a0772f0163e7a649
4c72d41f09b78fa774feb37fa96f414282fa1d77bed9f7fb5b9e7becf3481b1c
93b7cc031693d3db677430a5ce63982d2ecbec9509aa3660213c39ce8aladfcf
C74effd9822b9bb16aa60f171c055ad357f3c59b5511dd601fb1fcae753304a2
941a8cc1d72dfd59c2f0f94b74c9f634320b47e601607108e1f56e3dad66d0fd
47f9f19bc16b67d3018614a1c188d2c0ff1cf887af614e1a7d7632d74e9fa8b5
d9c3324475eda5c6c661346bde5fe8bf73bb18176010e4d0acd3eeed6041b042
b1232833a09532de962dd52c6abf7caeb21cb13b172e891802b580677a42bd8b
baa02822fd57eed5c99ee04602027d9468bd0db4f19ccb525e90fda54e75aa27
Sdae266fee1dcc407bbe288d289282b77671785dd45794862022a2faa0264b29
e3b3839a7eeab6d29aba2e6b8418332cc50fa91eb46a0cf7057ec6916448f09fF
9d4b3561a4b9223fba31ed7b6a899efcb8b04769139cbc71be7c567095725f7
7a2912ff0ba1981d0e6a2a50a33ae16e7e6bfe634dabdbd1266c19b4c7a4af61
e787b3b3b0526beeff5ff0368bb478e6f6c8132beal55fbfa7eed4bet1adae33b
e0831c7b8439a00cc7f3fbbd98e80fbch135c1 bafe7bcdd71e61860e90de24cd
Te4c7ae9215d04c6dbcc8d7f21a7dbb25a890b1620c983202f4495ee167de659
ddc728187d55bd3ea07980266a5e0b9d3e69bc26b0c1d88c41c4806e3263ce08
0d3c72a4c50c4a29dd1adf9b9cb32f5720dd970c28910e0326fb22507b72f833
200b02bbe27424daaed9df7cb7b7b62918bc61f103bc62e369f1faf5829b3abf
7e8b8b9fc073b8aa56ae343c6fad1abcad8ffoe0533f4e2b0060fee064c96f65
006c9d780c49828f0dddc881580faf621cabd9ee1261266bb17b1dabf4107ea2
389

nuUts nonce




Satoshi Nakamoto

AR
AR

erson (or people)

Published in 2008 on The
Cryptography Mailing list at metzdowd.com

P

Bitcoin software in 2009. '



Anonymity ?
Cryptocurrency is
disruptive!

Banned by several
governments

Foundation for other
distributed trust
applications



Implementation over Commodity

Obitcoin

currency /ﬂommod&j

Aiskributed Erust

digital bearer instrument



Bitcoin Created
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Deflationary Currency

Bitcoin Money Supply

1/1/2010

11/2015

1112020

Time

11/2025
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Variations

@00 < [ ® L en.wikipedia.org ¢ ﬁ.‘ +

Create account Login
Article Talk Read Edit View history |Search Q|
WiIKIPEDIA List of cryptocurrencies
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page This is a list of notable cryptocurrencies. There were more than 530 cryptocurrencies available for trade in online markets as of 5 January 2015 and more than
SR 740 in totall' but only 10 of them had market capitalizations over $10 million.2!
Featured content
Current events Hash
Random article Release # Active # | Currency 4 | Symbol # Founder s i 4+ Timestamping # Notes s
D L Algorithm
onate to Wikipedia
Wikipedia store . . Baldur Odinsson Created as an alternative to fiat currency in
2014 Active Auroracoin AUR (3] Scrypt POW
Interaction (pseudonym) Iceland.
e Satoshi
S atoshi
About Wikipedia 2009 Active Bitcoin BTCM4IS] 1] SHA-256d©17] POWI7IE] First decentralized ledger currency.
Community portal Nakamoto
Recent changes BlackCoi it twork th h
ackCoin secures its network through a
Contact page 2014 Active BlackCoin BC, BLK | Rat4 (pseudonym) Scrypt POS e <
process called minting.
Tools
What links here KOl Used American hip hop artist Kanye West
Related changes 2014 Inactive Coinye ’ Scrypt POW as its mascot, abandoned after trademark
U - COYE .
pload file lawsuit.
Special pages : :
PR A Evan Duffield & Adds privacy to transactions through a
Page information 20140 Active Dash DASH Kyle Hagan!' X11 POW & POSIM2] |  decentralized coin-mixing system called
Wikidata item Darksend.
Cite thi
—— 2013 | Acti Dogecoi pogg | JacksonPalmer Scrypt12 POW Based on an internet
Print/export ctive ogecoin & Billy Markus!"] cryp! ased on an internet meme.
Create a book
Download as PDF 7 Acti Li . LT harles Leel3] 7 POW Fi ful
Printable version 2011 ctive itecoin C Charles Lee Scrypt (0] irst successful scrypt cryptocurrency.
La"i”;zges o Mastercoin is both digital currency and
e 2013 Active Mastercoin MSC J. R. Willett [14] SHA-256d!15] N/A communications protocol built on top of the
existing Bitcoin block chain.
The underlying software for MazaCoin is
oN4Aa Antivin AMa=zalAin NZC RT Nunta Initintiva QLIA 2ERA DM\AL Aarivuad fram that Af th
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e0e <

O

BitCoin Wallet

KON

& bitcoin.org
|

[ [
ebltCOIn Introduction  Resources Innovation  Participate  FAQ

=,

]

Bitcoin is an innovative payment network and a new kind of money.

Instant peer-to-peer
transactions

Worldwide
payments

Zero or low
processing fees

English

bitcoin.org



Bitcoin Address

25 Send M | Transactions |

Your address  1Cdid9KFAaatwczBwBttQewXYCpvK8h7FK iy 0] |Q ]
Label -
L EEE
" . -
Ofyer
Amount BTC

like email... UN-like email...

d people can send stuff

as many as you want

§ avav
- :::: a wallet is a collection of addresses

& vava




Sending Bitcoin

-
Custom Send (»)

From address
Any Address -
Pay to
| J
Amount to pay
BTC0.00 F 4
Fee (optional)

87C0.0005 o



Bitcoin ATM

ese < > m ® = jonesbroscupcakes.com [ i} a

HOME CUPCAKES BAKERY CAFE

BREAKFAST

AVAILABLE 6:00AM - 10:30AM DAILY

T

ABOUT  HOURS & DIRECTIONS

CATERING COFFEE WINE YOGURT

‘/- 2! (RN N\ 03) 4 SANS = .
\ s { = / {
7S\ ) N \ / \ Y (i
\ \

CROISSANTS * SCONES * SANDWICHES * GRANOLA

\d
JONES BROS: HES S b & &
[ES -
{ vV ww W W

CHECK BACK SOON

S

Omaha, Nebraska, United States

Jackson St

Pacific'St

&

S.84th St
S-72nd St
1S P1E9 S
S 56th.St

S.-78th St

1S Y109-S

1ISYIBY S

Cash Dispenser




Buy a Cup of Coffee

bitcoin:1GdK9UzpHBzgzX2A9]FP3DidweBwggmoQA?
amount=0.015&

label=Bob%27s5%20Cafe&
message=Purchase%20at%20Bob%27s%20Cafe



Transaction Chain

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

INPUTS From OUTPUTS To
ORISRy DA O )
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ce4dadeda5a5fhd8a57286¢345¢2f2
- I_N_PU_TS_ Floln ____________ OUTPUTS To
:79S7a35fe64f80txl3l‘zde76d83a2a8ﬂa0d8149a41d8(1)d;i)4gf6)e§%ac8a999f6f18 o: Lay-tg-tl_t-#f(-)_l3-25§£\a_(i-r_e-s_s- '-'-'-'_'0- 6_1-5_6 P-T_C-_(-S_P-e_"-t_)-l

(change) 0.0845 BTC (unspent)
0.0005 BTC

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88 8af58cf90299e0744d3de4
OUTPUTS To

' Bob 0.0150 BTC ! Output #0 Gopesh’s Address 0.0100 BTC (unspent)
"""""""""""""" - Output #1 Bob”s Address (change) 0.0845 BTC (unspent)
Transaction Fees: 0.0005 BTC




Common Transaction

inputO
“from A, signed by A’

— @

outputO
“tO BII

— @

output

“to A, change”



Aggregate Transaction

I







Committing

Transaction view information about a bitcoin transaction

0627052b6f28912f2703066a912ea577f2ceddadcaasasfbd8a57286¢c345c2f2

1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK (0.1 BTC - Output)

Summary
Size
Received Time

Included In
Blocks

258 (bytes)

2013-12-27 23:03:05

277316 (2013-12-27 23:11:54 +9
minutes)

1GdK9UzpHBzqzX2A9JFP3DidweBwqgmoQA

0.015 BTC

» - (Unspent)
1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK -

(Unspent)

Inputs and Outputs

Total Input
Total Output
Fees

Estimated BTC Transacted

0.0845 BTC

0.1 BTC

0.0995 BTC

0.0005 BTC

0.015 BTC



ion to the Ledger

Add a Transact

N

o
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Mining

Mining is the process by which new
bitcoin is added to the money supply

B o . oLy,
e e e TR TG 3
| L IR R

i \ 1

new bitcoin ““¥transaction fee ¥




Difficulty Targeting & Retargeting
gD

BitCoin blocks are generated
every 10 minutes (on average)

expanded to accommodate
iINncreasing computing power

New Difficulty = Old Difficulty * (Actual Time of Last 2016 Blocks /
20160 minutes)

The actual cost of bikcoin mining is how much
electricity you buri ko achieve success.



Hash Rate GH/s

Mining Trends

Hash Rate
Source: blockchain.info

175,000,000
150,000,000
125,000,000
100,000,000
75,000,000
50,000,000

25,000,000

Oct'12 Jan'13 Apr'l3 Jul'13 Oct'13 Jan'14 Apr'14 Jul'1l4

Mastering

Bitcoin

Andreas M. Antonopoulos



Escalating Difficulty

Difficulty

Source: blockchain.info

20,000,000,000
15,000,000,000

10,000,000,000

Difficulty

5,000,000,000

Oct'12 Jan'13 Apr'13 Jul'13 Oct'13 Jan'14 Apr'14 Jul'14

Mastering

Bitcoin

Andreas M. Antonopoulos







Mining

o S
Priority = »1‘ high Pri,or&f:j

> (Value of input * Input Age) 1

Transaction Size




Block Height 277316
Header Hash:

0000000000000001b6b9a13b095e96db ®
41c42928b97¢f2d94429b31b2ccTbdcd e oc c a I n
1

1 .
1 Previous Block Header Hash:
0000000000000002a7bbd252417¢0374
(¢55261021e839¢a74442b01284{0569

| Timestamp: 2013-12-27 23:
! Difficulty: 1180923195.26
1 Nonce: 924591752

' Merkle Root: 910082

0000000000000001b6b9%a13b095e96db
| 13237357357 7effbc55502¢5 1ebdecTcf2e 4 ] (“928b97ef2d94439b3 ] bzc( 7bd(4

Block Height 277316
Header Hash:

Block Height 277315 .'--------------------------’.
Header Hash: -
o 1 Previous Block Header Hash: [ H
— L 0000000000000002a7bbd25a417c0374 :
| Previous Block Header Hash (¢55261021e8a9ca74442b01284f0569 ] E
== Vi :2013-12-27 23:11: :
e : Timestamp: 2013-12-27 23:11:54 ' S
: Difficulty: 1180923195.26 | .
Non;fgumgm " Difficulty: 1180923195.26 "
e e 1 Nonce: 924591752 : E
— ' Merkle Root: (91c00826e50763¢91548bb8b2 : R
— :. f323735073577effbc55502¢5 1ebdccTch2e |
Header Hash: D S G S R S R

00000000000000027e7batfe7bad39fa
f3b5a83daed765f05f7d1b71a1632249
A

| Previous Block Header Hash:
ooooooooooooooosszsadw«sfma
. fe116¢5¢87933023263bff1¢645920bdf

! Timestamp: 2013-12-27 22
: Difficulty: 1180923195.26
1 Nonce: 3797028665

' Merkle Root: 023270493
. 478DbTOCS3a509679b1481505¢569721b326

Block Height 277315

Header Hash:
0000000000000002a7bbd25a417¢0374
€¢55261021e8a9¢a74442b01284f0569

Transactions |




loc

\\\\\\
\\\\\\\

secondary chains
(forked blocks)

orphans

...... |
é v A NN \




Adding to the Blockchain

‘ — . previous block hash == parent

Blockchain Fork




Blockchain Fork

. 2 -~ ﬁ}_'r\"‘hi#"’;;‘ i ..,,,ﬁe:, ) -%
-(b’.aﬂ\_;i;‘ - ?é%\’ — A -
G790 P2 TR o~y

% Vs
L
e RO 3 , & ek R Ol 8 =
g TR ;ﬁ??;{f;w ’ T T
T DA, & F
a* “E‘ = p ) ) po y s i " S

S X
# ~

3 -
,.-::;’é .

?w*’y'
2

BLOCKCHAIN HEIGHT




Blockchain Fork

% """}":r(ﬂ#"a’“ - B @
S ' _ ,,,[(Z.A —
| found a block Y s B -
extending the 22 TS B ™
blockchain P

| found a block
extending the
blockchain




Blockchain Fork

BLOCKCHAIN HEIGHT

BLOCKCHAIN HEIGHT




Blockchain Fork

Ifoundanew
block that
extends the

blockchain %} >
4 D . - ' 2, o




Oops!
This new block

extends
ANOTHER chain

BLOCKCHAIN HEIGHT

Blockchain Fork

| found a new
block that
extends the
blockchain

" Great! This

new block
extends the
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Validating a Block

® The block data structure is syntactically
valid

® The block header hash is less than the
target difficulty (enforces the proof of
work)

® The block timestamp is less than two
hours in the future (allowing for time
errors)

® The block size is within acceptable limits

® The first transaction (and only the first)
IS a coinbase generation transaction

P All transactions within the block are
valid using the transaction checklist
discussed in Independent Verification of
Transactions




- Consens_us Attacks
C& o
B

W

“£1 %7 akkaclke .' .

For big transactions, wait for 6 new blocks (~ 1 hour)

the more immubable ik is

the older bthe Eransaction, ..
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Implications
‘. p o\ "
~&°
rapu&a&iov\
tndex
CMT‘T‘EW&&

I cownkracts

voting

2




Content Binding

&,

Transaction fees include size

Bigger payload == bigger fee



‘. Implications

:‘8':

repu&a& Lon
index

&

«:urrem:j

[ ’
contracts | qmp
&c -

conkracks

Ein
VOLL 9 M/

O condibtions

blockchain







Benefits

inkernational
remittance

(w/ Little or no fees)

5

WLETO FajmemEs

inkernational currency

L
fight spom public payments



Immutable == Forever

Permanent ledger

Distributed globally

The older it is, the more immutable
It IS

Be care nf wl !




Summary

. concepts transactions‘

implications

security



Distributed Trust

“...the most important  §®
Internet protocol since email.
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